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NAFEE “NATE” JUMRIYANI
CLOUD ENGINEER
labsbynatej.com | github.com/LabsByNateJ | linkedin.com/in/natejumriyani

PROFESSIONAL SUMMARY

Cloud Engineer with 6+ years of IT experience supporting Azure infrastructure, enterprise applications, Windows
systems, and cloud operations. Hands-on experience with Azure virtual machines, networking, storage, identity and
access management, monitoring, backup and recovery, incident troubleshooting, and patching. Security-focused
responsibilities include Sentinel and KQL investigations, vulnerability remediation, DISA STIGs, NIST SP 800-53 Rev. 5
assessment evidence, and POA&M support.

TECHNICAL SKILLS

Cloud & Infrastructure: Azure Government, Azure VMs, VNets, NSGs, Azure Storage, Azure Monitor, Azure Site Recovery,
Recovery Services Vault, Windows Server, Active Directory, DNS Identity & Operations: Microsoft Entra ID, Azure RBAC,
MFA, SCCM/MECM, PDQ Deploy, patching, incident and change management, troubleshooting, technical documentation
Security & Compliance: Microsoft Sentinel, Defender, Log Analytics, KQL, Tenable Nessus, DISA STIG remediation, NIST SP
800-53 Rev. 5, security control evidence, POA&M support

PROFESSIONAL EXPERIENCE

Cloud Engineer | ECS Feb 2026 – Present

• Monitored and investigated security alerts using Microsoft Sentinel, Microsoft Defender, Azure Log Analytics, and KQL;
documented findings and escalated potential security incidents.

• Configured and maintained Sentinel analytics rules, Azure Monitor alerts, and action groups to support threat detection,
infrastructure monitoring, and incident response.

• Supported Windows Server security patching and DISA STIG remediation, including pre-change checks, approved
implementation, post-change validation, and troubleshooting.

• Maintained Tenable vulnerability detection content through weekly updates of active, passive, and security feeds.

• Supported NIST SP 800-53 Rev. 5 security control assessments and ATO/DTO activities by collecting evidence and
demonstrating Sentinel configurations and monitoring workflows; also provided enterprise application troubleshooting and
technical walkthroughs.

IT Support Specialist | MECU May 2025 – Feb 2026

• Resolved Windows, enterprise application, authentication, MFA, connectivity, and access issues across corporate and
branch environments.

• Supported onboarding and offboarding, endpoint imaging, Active Directory domain joins, application deployment, and
mailbox provisioning.

• Created SOPs and Knowledge Base articles, including a YubiKey certificate-reset and authentication-validation procedure.

• Managed incidents and service requests in Track-It, documenting troubleshooting, coordinating escalations, and tracking
resolutions.

• Supported enterprise application installation and software licensing, including license assignment, activation
troubleshooting, and access validation.

Associate Cloud Engineer | Casepoint Oct 2022 – Mar 2025

• Supported Azure cloud services across approximately 400 virtual machines, coordinating incident resolution with
infrastructure, security, application, and network teams.
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• Created and supported Azure virtual machines, virtual networks, network security groups, storage resources, and RBAC
assignments; troubleshot access and infrastructure dependencies.

• Investigated production alerts, outages, and application availability issues using Azure monitoring tools and ipSentry;
validated service recovery.

• Reviewed Tenable Nessus findings, tracked remediation, verified corrective actions, collected evidence, and updated
POA&M records.

• Performed Windows application deployments and patch validation using SCCM/MECM and PDQ Deploy; supported backup
and replication health checks using Azure Site Recovery and Recovery Services Vault.

Desktop Support Specialist II | Anne Arundel County Apr 2020 – Oct 2022

• Delivered Tier 2 support for Windows workstations, enterprise applications, authentication, network connectivity, and
hardware issues across county departments.

• Supported executives, legal personnel, public safety departments, and administrative staff with day-to-day technical
issues.

• Performed workstation imaging, configuration, deployment, Active Directory domain joins, and endpoint lifecycle support.

• Used ServiceNow to manage incidents and service requests, document troubleshooting, track escalations, and maintain
resolution records.

• Coordinated Dell and vendor warranty repairs and assisted with workstation replacements, hardware refreshes, software
installations, and device migrations.

EDUCATION & CERTIFICATIONS

B.S., Cybersecurity Technology — University of Maryland Global Campus Earned: Microsoft Azure Fundamentals (AZ-900) |
CompTIA Security+ | CompTIA Network+ | CompTIA A+ In progress: Microsoft Azure Administrator (AZ-104), December
2026 exam target



